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Increasingly large and complex Field ProgrammablateGArrays (FPGAS)
present greater testing challenges and greates.cdtilt-In Self-Test (BIST) is an in-
system testing procedure for detecting internaltgain an FPGA without area or
performance penalty to the system's intended fancti The tester downloads and
executes BIST configurations on an FPGA, and réadk the results to determine if any
faults exist in the FPGA. With large FPGAs, howeveis difficult to experimentally
verify if a BIST method accurately detects faulithwut a controlled method of injecting
faults into the FPGA. Moreover, any fault injectimethod needs to be reversible so as

not to render the FPGA unusable.

This thesis discusses a systematic method of regoifg FPGASs such that the
behavior of the FPGA emulates an actual fault. Pheposed fault injection method

relies on single-bit partial reconfiguration of &PGA after each BIST configuration

\



download so that, during the BIST execution, th&Rmbehaves in a manner consistent
with a faulty FPGA. The method utilizes the exigtiBoundary Scan architecture
without modifications. Moreover, it does not impoarea and design constraints on
BIST configurations. Since current FPGAs such aseX-4 do not support bit-level
partial reconfiguration, the proposed method usiearae read-modify-write procedure to
achieve bit-level partial reconfiguration. Thedisediscusses actual experimental results

and proposes methods for reducing time penalti@gtime fault injection methods.
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CHAPTER 1

INTRODUCTION

Field Programmable Gate Arrays (FPGAs) are preidated programmable
semiconductor devices whose array of programmalgiie ind routing can be configured
to create complex combinatorial and sequentialudsc[l]. FPGAs are becoming
increasingly popular in electronic designs dueh&rtre-configurability, and the ease of
implementation and verification. Higher-end FPG&#so include dedicated memory,
microprocessors, digital signal processors and comication modules to increase their

versatility [2].

As FPGAs become larger, faster and more compleéxjricreasingly difficult and
expensive to exhaustively test all FPGA resouroesalults [2]. To address these issues,
Built-In Self-Test (BIST) for FPGAs has emerged hmgpowerful yet cost-effective
method for testing an FPGA's internal resourcesie @dicator of a BIST approach’s
effectiveness is its fault coverage, which is dediras the ratio of the number of faults
detected to the total number of possible faults [Bjhother indicator is the diagnostic
resolution of the BIST, that is, how well a BISTncpinpoint the fault based on test

results.

With the ever-increasing size of FPGAs, howevererdhis a need for

straightforward experimental verification of a Bllgorithm’s performance or fault
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coverage. One method of experimentation is trectign of a fault into the FPGA before
running a BIST [4]. If the BIST is able to pick tipe fault, the test is deemed successful.
This thesis describes a systematic method of ingdaults in an FPGA to determine a

BIST algorithm’s performance or fault coverage.

1.1 Overview of FPGAS

FPGAs are primarily an array of programmable l|dgiacks (PLBs), a routing
matrix and I/O cells [1]. The PLBs typically coimgorogrammable Look Up Tables
(LUTSs), which store multi-input logic functions, @flip-flops (FFs). The routing matrix,
also known as the programmable interconnect netwaksists of wire segments and
programmable switches to connect wire segmentgyether, the PLBs and the routing
matrix can be connected in different ways to buitanbinatorial and sequential logic
circuits. The routing can also be connected todélls, which interface the FPGA with

the other devices via external pins.

All programmable elements of an FPGA are configwsithg a volatile memory
called the configuration memory [5]. Before rurmen FPGA, the intended design must
be downloaded to this configuration memory. Thefiguration memory is typically
arranged in frames tiled across the FPGA [5]. Heaine contains the configuration data
for multiple FPGA resources. The number of resesirconfigured by one frame varies

from one FPGA to another.

Since the configuration memory reflects the curmdate of the FPGA resources,

most FPGAs also allow reading back the contenthetonfiguration memory to see the



current state of FPGA resources after an FPGA leas lbunning [5]. This process is

known as configuration memory readback.

FPGAs provide a number of configuration interfatieglownload a design to the
configuration memory or to readback the contentthefconfiguration memory. Most of
these methods use an industry-standard interfack as Boundary Scan (JTAG) to
provide serial access to and from the configuratmamory [5]. Since a FPGA design is
downloaded to the configuration memory as a lomgash of data, the configuration

downloaded onto an FPGA is known as a bitstream [5]

Modern FPGAs also support partial reconfiguratahere only a portion of the
configuration memory is reconfigured while the remiay FPGA device continues its
normal operation. Current FPGAs such as the XiWimtex-4 series allow frame-based
partial reconfiguration, where a frame is the sewlladdressable portion of the

configuration memory for download/readback opersifs].

1.2 Overview of FPGA Testing

As the use of FPGAs across various industries asa® so does the need for
testing FPGAs for defects and faults. The bast peocess involves the application of
various test patterns to the FPGA'’s input, and amng the output response with that of
a known good circuit (or simulation) [3]. [If thePBEA-under-test does not return the
expected output response, it is deemed faulty. A-R&sts usually require many
configurations to test each FPGA resource in difiermodes of operations. If all test
configurations return the expected output respotiieedevice is considered to be fault-
free. Testing can be prohibitively expensive fastfand complex systems since the
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testing equipment must supply test patterns t&~P@A and collect the output responses

faster than the speed of the FPGA itself.

Built-In Self-Test (BIST) is a novel testing proeced that uses the FPGA’s own
resources to generate test patterns and collepubuesponses, foregoing the need of
expensive external testing equipment [2]. BISTvedl-suited for detecting faults in an
FPGA without area or performance penalty to theesy's intended function [6]. The
tester downloads and executes BIST configuratiansam FPGA, and reads back the
results from the configuration memory to determiha@ny faults exist in the FPGA.
Typically, a tester has to download and executeetaaf BIST configurations to
exhaustively test all possible faults at each féadtation. This provides the maximum

fault coverage and diagnostic resolution.

BIST has other advantages beyond the low cost arfdiqmance penalties. Since
it does not rely on physical access to the FPGAtsreal pins, the fault coverage is not
limited by the number of external pins availabletio@ package [7]. Since the test pattern
generators and output response analyzers are oRPB& itself, BIST can completely
test the internal resources of an FPGA regardieseaumber of external pins available

on the FPGA package.

1.3 Verifying BIST Designsusing Fault Injection

BIST has tremendous cost advantages, but it igcdiffto experimentally verify
the fault coverage and diagnostic resolution ofeav BIST for FPGAs without a
controlled method of injecting faults into the FPG#. While there has been prior work
in fault injection, as discussed in Chapter 2, ¢heethods do not meet the current needs
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of the Auburn University Built-In Self-Test (AUBISTLab. Based on research
objectives, this thesis proposes a fault injectioethod for Virtex-4 FPGAs where the
FPGA is patrtially reconfigured such that it behaassa faulty FPGA would. The lab
requirements impose several objectives on thig fajdction method. First, the method
should be able to inject faults in internal FPGAarces. Second, the fault injection
needs to be temporary so as not to render the RiraAable. Third, the method should
utilize the existing Boundary Scan architecturehaitt modifications. Fourth, the

method should not place design constraints on 8d Bonfigurations. Fifth, the fault

injection should integrate non-intrusively into tleerall BIST application process.
Finally, the revised BIST application process sHoblke able to verify the BIST

algorithm’s overall effectiveness for a large b$faults.

This thesis discusses a systematic technique dialyarreconfiguring FPGAs
such that the behavior of the FPGA emulates arabfault. The fault emulation is used
to inject a fault into the FPGA after each BIST foguration download so that, during the
BIST execution, the FPGA behaves in a manner ctamdisvith a faulty FPGA. Since
current FPGAs such as Virtex-4 do not support duel partial reconfiguration, the
proposed technique uses a frame read-modify-wrdequlure to achieve bit-level partial
reconfiguration. It has been verified for knownrking BIST configurations for FPGAs.

A list of acronyms is included in the appendices.



CHAPTER 2

BACKGROUND

This chapter provides the background knowledge irequto understand fault
injection in FPGAs. Since the work described iis thesis was implemented on a Xilinx
Virtex-4 FPGA, the chapter begins with a more dethidiscussion of the Virtex-4
architecture, configuration memory, and externahcwnication interfaces. The chapter
continues with an introduction to FPGA testing wgpecific emphasis on BIST for
FPGAs. This is followed by a discussion of prioor in fault injection for FPGAs.
Finally, the chapter concludes with the motivatibehind this research, and the

underlying objectives that had to be met.

2.1 TheXilinx Virtex-4 FPGA Architecture

Figure 2.1 shows the basic structure of a VirtdxPM5A. The core consists of a
two-dimensional array of programmable logic blo¢R&Bs), which store eight 4-input
Boolean logic functions and eight flip-flop memoglements [8]. The PLBs are
interspersed with wire segments and programmabitetssg called the routing network
or the programmable interconnect. By activatingotss switches in the routing network,
the FPGA can string together long lengths of wegmsents to connect multiple PLBs
with each other. This way, multiple PLBs can bareected to build large combinatorial
circuits. Since each PLB also contains flip-flofgsgy can be wired together to form

6



large sequential circuits. These circuits intezfadth the outside world through I/O cells

along the boundary of the PLB array.

Programmable Programmable Routing Matrix /
1/0O Cells Logic Blocks Programmable Interconnect

(PLBSs)
Figure 2.1: FPGA with PLBs, I/O cells, and prograable interconnect

In addition to these typical FPGA features, Viréexincludes specialized

embedded resources including dedicated RAM, digitalal processors, microprocessors
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and high-speed 1/O interfaces. The Virtex-4 fanufyFPGAs is sub-divided into three

classes, based on the ratio of these specializedirees.

1. LX for high number of logic resources (PLBS)

2. SX for higher number of DSP resources

3. FX for embedded systems (embedded processor ahgpaged I/O interface)

The PLBs in a Virtex-4 are the primarily logic resces of the FPGA to build
combinatorial and sequential circuits [8]. As shoiww Figure 2.2, each PLB contains
four slices, where each slice is connected to teenl routing matrix. Each slice
contains two look-up tables (LUT-F and LUT-G), whia@act as four-input Boolean
function generators, and two flip-flops, which seas storage elements. Thus, each PLB
contains eight LUTs and eight flip-flops. Theree also some fast carry and other
common circuitry between LUTs and flip-flops fostacomputation.

SLICEM | SLICEL
(Logic or Distributed RAM or Shift Register) | (Logic Only)

SHIFTIN : couT
ckB | T _______ —
‘ SLICE (3)
< T ] > X1Y1 <:::>
: | |
\
|
| SLICE (1)
< ‘ CcouT [ > X1Y0 <:::> Interconnect
Switch| | T I t ‘ to Neighbors
Matrix | | : CIN ‘
SLICE (2)
5 k= =
| | |
\ \
SLIGE (0) I
‘ X0Y0 < T ‘ >
|

SHIFTOUT CIN | ug070_5_01_071504

Figure 2.2: One PLB with four slices [8]
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Each flip-flop in a slice serves as a storage etemé# is configurable as either an
edge-triggered D flip-flop or a level-sensitivecka8]. Each LUT in a slice can describe
a 4-input Boolean function [8]. In other wordsisitike a truth table with four inputs and
one output. Such a truth table can hafe=216 possible input combinations, and one
Boolean output value for each input combinationystta PLB requires 16 bits of
configuration information to completely describg ftinctionality. The LUTs in a slice

can also be configured as a shift register oridisted random access memory (RAM).

The routing matrix, also called the programmabtertonnect, comprises of wire
segments and switches that can be programmed toecowarious PLBs. Together,
programmable interconnects and PLBs can be comfitguto build almost any
combinational or sequential circuits. Faulty paogmable interconnects can have stuck-

opens and shorts [1].

I/O cells provide communication between the FPGAternal resources and the
outside components in the system [9]. /O cellastst of bidirectional buffers and

programmable logic such as flip-flops/latches andtipiexers.

Virtex-4 also includes dedicated two-port Block RA&Mvhere each RAM stores
18Kbits of data [8]. Each port is configurabletteat the block of memory as 16Kx1,
8Kx2, all the way to 512x36. The contents of theck RAM can be defined or cleared

by the configuration bitstream.



2.2 Virtex-4 Configuration Memory Structure

LUT equations, routing switches, I/O cells andaher programmable resources
on a Virtex-4 are configured using a volatile meynoalled the configuration memory
[5]. Before running an FPGA, the intended appiaatdesign must be downloaded to
this configuration memory via a configuration iritexe. Once the design is downloaded,
a startup sequence is performed to initialize thegmmmable resources and run the
FPGA. This complete process is also known as progring, downloading, or

configuration of the FPGA.

The configuration memory is arranged in framegltéeross the Virtex-4 FPGA
[8], where each frame is a fixed length of 1,31 lor forty-one 32-bit words. A frame
contains the configuration data for 16 PLBs, 4 kl&AMs, 32 I/O buffers or 4 digital
signal processors [5]. It is the smallest additdssaegment of the configuration
memory, therefore all memory read/write operatioleged to be performed on whole
frames [5]. This means that individual FPGA resesrcannot be reconfigured without
also providing explicit reconfiguration data forhet FPGA resources that occupy the

same frame.

There are no separate address and data busesess dloe FPGA'’s configuration
memory. Instead, Virtex-4 provides several configion registers to accomplish the
same task [5]. Frame Address Register (FAR) stitve<onfiguration memory address
to where frame data needs to be written or fromreviime data needs to be read back.
Frame Data Register Input (FDRI) Register is th@ dgut to the configuration memory.

Frame Data Register Output (FDRO) Register is tita dutput from the configuration

10



memory. There are other registers such as St&TAT) Register and CRC Register.
Given all these registers, all configuration memoperations can be performed by
reading and writing to these registers. Therefdigex-4 provides a Command (CMD)
Register, which stores the next register operatoperform, such as “Write to FAR” or
“‘Read from FDRIL.” By writing a series of such insttions to the CMD register, a
configuration download can be performed by iniggg the device, writing the frame
address to FAR, and writing the configuration dat&FDRI. The CMD Register also
holds other instructions such as the FPGA starégance, which is performed after all

configuration data has been downloaded to the gordtion memory.

The contents of a configuration memory, startirapfrirame address 0 onward,
make up the configuration bitstream. Instead obvjling data for the entire
configuration memory, some bitstreams only spettie/configuration data for one frame
or any number less than the total number of fram@&tese bitstreams are used to
partially reconfigure a portion of Virtex-4 whilena existing design downloaded to the
configuration memory stays the same. Reconfigomatf only a part of the FPGA is

known as partial reconfiguration.

2.3 Boundary Scan Interfaceto the Configuration Memory

Virtex-4 provides special pins to access the caméigon memory from outside
the FPGA. These are typically used to configure device in one of the following

modes [5]:
1. Master-serial configuration mode

2. Slave-serial configuration mode
11



3. Master SelectMAP (parallel) configuration mode
4. Slave SelectMAP (parallel) configuration mode.

However, Virtex-4 also provides the multiple-purpoSTAG configuration
interface to the configuration memory. When comfegl in the proper mode, JTAG’s
Boundary Scan interface and Test Access Port (T4 machine can be used to both

download to and read back from the configuratiommy [5].

The Boundary Scan is a standard serial communicatiterface consisting of
three input pins to the FPGA and one output pimfthe FPGA. The Boundary Scan

pins are summarized in Table 2.1.

Table 2.1: Boundary Scan Pin Description

Boundary Scan Pin | Description

The serial Test Data Input to the FPGA. Configorammemory
TDI : . s

instructions and data are sent via this pin.

The serial Test Data Output from the FPGA. Comfgon
TDO PN

memory contents are read back via this pin.

The Test Mode Select. Used to cycle through the Thntroller
TMS . :

state machine explained below.
TCK The Test Clock for cycling through the TAP Conteoland

shifting data in/out of the FPGA.

Since Boundary Scan only has one control pin (TM&)ex-4 provides a TAP
Controller state machine (Figure 2.3) to cycle tigto various configuration and testing
modes [5]. Each time the TAP Controller encoungerising-edge on the TCK, it selects

a new state determined by the current TAP statetladogic value on TMS. On the

12



figure below, the value alongside each state ttiansiepresents the logic value on TMS

required to make the transition to the designed siexe.

1 .;'/II'EST-LOGIC-FIESE'H

I
o '[ RUN-TEST/IDLE |71 _.[SELECT_DH_SCAN]1_{SELEGT-m-scAN]L
CAPTURE-DR

NOTE: The value shown adjacent to each state transition in this figure
represents the signal present at TMS at the time of a rising edge at TCK.

Figure 2.3: 16-state TAP Controller from Virtexcdnfiguration guide
On the figure, the right-most column of TAP stafssffixed “IR”) is used to
serially send (“shift in”) Boundary Scan instructeoto the FPGA. The two Boundary
Scan instructions of our primary interest are CRGahd CFG_OUT, which respectively
provide serial input and output access to the FRG&Nfiguration memory. Once a
CFG_IN or CFG_OUT mode is selected, the middle molwf TAP states (“DR”) is
used to shift data in/out of the FPGA configurattoemory. The “idle” state for TAP is

the Run-Test/ldle (RTI) state. Like most Bound&@gan operations, CFG_IN and

13



CFG_OUT operations begin in the RTI state, load itsruction in Shift-IR state,

perform data communication in Shift-DR state, andlfy return to RTI state.

Table 2.2 shows the sequence of Boundary Scan tapesaequired to enter the
CFG_IN or CFG_OUT state [5]. Successive chaptéthe thesis will refer to loading
the Boundary Scan CFG_IN or CFG_OUT instructioniciwhiequires the following steps
to be performed on Boundary Scan. An understanalir@pundary Scan is important as

it is used for both FPGA testing and fault injentio

Table 2.2: Boundary Scan operations to accessguoation memory interface

. #of TCK
Step | Description TDI T™MS clocks
1 Begin in RTI state
2 Move to Select-IR state X 1 2
3 Move to Shift-IR state X 0 2
Load first 9 bits of instruction (LSB 1st
4 CFG_IN 111000101 O 9
CFG_OuT 111000100
5 Load last bit (MSB) of instruction, while 1 1 1
leaving Shift-IR state
6 Move to Select-DR state X 1 2
7 Move to Shift-DR state X 0 2
Shift data to the configuration memory
circuitry (CFG_IN mode) or out of the
8 : N L X 0 X
configuration interface circuitry
(CFG_OUT mode), MSB first
Write/read last bit from configuration
9 memory while idling out of Shift-DR X 1 1
state
10 | Move to TLR state X 1 S

14



2.4 Built-In Saf-Test for Virtex-4 FPGA

Thorough testing of FPGAs is important during bothnufacturing and in-system
verification. Traditional testing techniques us¢eenal automated test equipment (ATE)
[3]. The ATE's test pattern generator (TPG) pregdhe FPGA with a series of test
patterns, while the ATE’s output response analy@®A) analyzes the FPGA’s output
response to see if any mismatches occurred compardte expected output response.
Since most ATEs connect to the FPGA’s I/0O pinsythee not useful for system-level
testing. Other ATEs use the serial Boundary Sa#erface, but this process is
prohibitively slow for testing all internal resoec of an FPGA. Regardless, the ATE’s
clock speed needs to be faster than the FPGA $at tten pass test patterns and collect

output responses without missing data. Such hpgled ATES increase testing costs.

Built-In Self-Test (BIST) for FPGAs is a more viabdlternative that is suitable
for both manufacturing and system-level testing [B] BIST for FPGAs, the TPGs, the
resources under test, and the ORAs are all includéte FPGA configuration. Multiple
BIST configurations are required to exhaustivelst @&l fault locations and fault types.
For each BIST configuration, an external controltlwwnloads the configuration,
provides the FPGA with the necessary clock cyabegenerate test patterns and produce
output responses, and then reads back the conténtise ORAs after each BIST
configuration to determine if any faults were détdc Since test patterns and output
responses are generated within the FPGA, thetssdf is extremely fast. Most of the
latency occurs during the download of BIST confagians to the FPGA, and read back

of ORA contents from the FPGA.
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Once a BIST is complete, the BIST configuratione awerwritten with the
FPGA'’s intended system function [2]. In this man®dST does not impose any area or

performance penalty for the FPGA'’s intended sydtamation.

There has been significant work in the area of BfS6T FPGAs targeting the
ORCA 2C series, the Xilinx 4000 series, and theinXilVirtex and Spartan series
[6][2][1][9]. Current work at the AUBIST lab primmdy targets the Xilinx Virtex-4

series. These include BIST for Virtex-4 logic, tiag, I/O buffers, RAMs and DSPs.

25 Prior Work in Fault Injection of FPGASs

For new BIST techniques that are under developmtmre is a need for
experimental verification of fault coverage and giastic resolution. However,
experimental verification is difficult without a otrolled method of injecting hardware
faults before running a BIST sequence [4]. Fanjg¢dtion for FPGAs has previously
been described in [4] and [7], but both approachms insufficient for current fault

injection needs with Virtex-4.

The first published method is the Fault Injectioomtator for Field
Programmable Gate Arrays described in [4]. Theepagpescribes a fault injection
method where the BIST configuration bitstream isdified right before download so that
the FPGA emulates a fault. While the direct-inmttof faults into the bitstream
minimizes clock cycles required to perform fauifettion, this method is not perfect for
current needs. For example, this implementatios hmaited to include only a few stuck-
open and stuck-closed faults in programmable ioterects, and a few stuck-at faults in
flip-flops and LUTs. The limited set of faults wascceptable for demonstration
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purposes, but a thorough analysis of a BIST's faolterage requires fault injection
capabilities for a large list of faults. Moreovehis fault injection method was
implemented using the smaller and older ORCA 2C>&hdx 4000 series FPGAs. The
bitstream for these FPGAs was relatively straigiwtéod, where the contents of specific
PLBs could be reliably modified by changing thereot bit in the bitstream. This is not
as simple with Virtex-4 FPGASs, where PLB mappingspecially difficult when using

compression or partial reconfiguration options BIST configurations. Compression
and partial reconfiguration are important featufes reducing BIST configuration

download times in the much larger Virtex-4 devicemstead, a post-download fault
injection method could work with compressed andiglareconfiguration, and can even

be extended to embedded processor-based faultiamec

A post-download fault injection approach for FPGAes been suggested in [7].
Unlike [4], this approach injects faults after asid@ has been downloaded to the
configuration memory. It uses the existing Bougd8can architecture in conjunction
with user-defined registers implemented on the FH&@ic to emulate faults on the
external pins of the FPGA. This fault injectiontireed may be useful for testing fault
tolerance of in-service hardware, but it is notlvseited for verification of BIST designs
for several reasons. First, this approach onlgatsj faults into the external pins of an
FPGA, which is insufficient for a BIST of internedsources. Moreover, this approach’s
use of user-defined registers invokes area penadtiel design constraints on BIST
configurations. An optimal fault injection methaguld work independent of the BIST

configuration under test.
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2.6 Fault Injection for Verification of Virtex-4 BIST Design

The shortcomings of existing fault injection methodirectly lead to a set of
requirements for a new fault injection method fart&k-4 FPGAs. Like the Slaughter
method, the Virtex-4 fault injection method sholld able to inject faults in internal
FPGA resources. Second, the method should utilee existing Boundary Scan
architecture without modifications. Third, the imed should not place design constraints
on the BIST configuration. Finally, the fault inj@on should non-intrusively integrate
into the BIST process, so that new BIST algorithoas be experimentally verified for a

large list of faults.

Faults in LUTs include stuck-at-1 and stuck-at-@Qlt&a Since PLBs are
configured using the configuration memory, theselsiat faults can be emulated by
reconfiguring the FPGA. Since the programmablergtdnnect is also configured using
the configuration memory, stuck-open and shortskmmemulated by reconfiguring the
FPGA. Furthermore, a stuck-at-O or stuck-at-1tfamlany configuration bit can be

emulated.

This thesis discusses a fault injection methodViotrex-4 FPGAs, whose goal is
to evaluate fault coverage and verify diagnostisohation of new BIST algorithms.
Chapter 3 describes the emulation of a fault iInRR&A by altering the relevant FPGA
resource’s behavior in the configuration memorync8 current FPGAs such as Virtex-4
do not support reconfiguration of individual FPGésources, the proposed technique

uses a frame read-modify-write procedure to achiauk emulation.
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Chapter 4 discusses the integration of fault erariads part of the BIST process.
By injecting the fault emulation into the FPGA afeach BIST configuration download,
and then providing the BIST clock cycles, the FP@As the BIST while behaving like a
faulty FPGA. The BIST results are collected andlyred to determine the BIST
algorithm’s fault coverage. For the experimengadults of this thesis, the fault injection

was tested with known-working BIST configurations Yirtex-4 FPGAs.
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CHAPTER 3

EMULATION OF FAULT USING PARTIAL RECONFIGURATION

Emulated fault injection for BIST requires the refiguration of a single
configuration memory bit after each BIST configisatdownload. However, Virtex-4
does not support the reconfiguration of a single Bhe smallest addressable portion of a
Virtex-4 configuration memory is a frame, therefocemplete frames must be written
during reconfiguration. This frame-level partiaconfiguration is insufficient for fault
injection since each frame contains configuration $everal FPGA resources. This
chapter discusses a Frame Read-Modify-Write (Fr&i®V) technique that uses the
built-in frame-based partial reconfiguration anddieack features of the FPGA to

implement bit-level partial reconfiguration.

Frame RMW can be used to overwrite just a singteirbithe configuration
memory while keeping the remaining BIST configwatiintact. The basic steps to

Frame RMW are as follows:
1. Determine the address of the frame that contaitestdebe modified.
2. Read the frame data from the configuration memory
3. Make the necessary bit changes to the frame data

4. Write the modified frame back to the configuratmemory
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5. (Optional) Perform a final partial readback to fieframe RMW results

Sections 3.1 through 3.4 describe the five stepsnuilating faults using Frame
RMW. Sections 3.5 and 3.6 discuss actual impleatsmt and experimentally show that

Frame RMW can reliably change the behavior of aGA&P

3.1 Mapping Fault Location to the Configuration Memory Bit

Since programmable FPGA resources are configuréag ukie configuration
memory, a fault location in the FPGA maps to a Bjdait in the configuration memory.
Virtex-4 has a straightforward convention to deteen which frame holds the
configuration memory bit that maps to a given faemulation location. The frame
address is a function of the frame’s orientatioop (br bottom) in the configuration

memory, block type, row index, column index and eniaddress, as shown in Table 3.1.

Table 3.1: A frame's address is based on its palykication on the FPGA

Bit Index | Type Description

22 Orientation Top or bottom half of configuratioremory

PLB/IO/CLK (000), Block RAM interconnect (001), BRik

21-19 | Block type RAM content (010)

A row of frames, where row 0 is nearest to the eeanhd

18-14 Row index . )
row index increases away from the center

A major column such as column of PLBs. Column Oris

13-6 Column index the left and column index increases rightward.

5-0 Minor index Selects a specific frame within thajor column.

Different FPGA resources require different numbefsconfiguration bits to

define them, and are mapped differently throughloatFPGA. The experimental results
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in this thesis are performed using specific faulBmplete mapping of which bit within
the frame corresponds to a given FPGA resourceateged under a non-disclosure
agreement, but a user may determine the mappingpe€ific FPGA resources by
generating bitstreams using the logic allocatiotioop(-I) with the bitgen.exe software

for Virtex-4.

3.2 Partial Frame Readback

Once the address of a frame is determined, theefrdaa can be read back from
the Virtex-4 configuration memory using BoundaryaBc Loading the Boundary Scan
instruction CFG_IN allows the tester to send phrt@nfiguration memory readback
commands through Shift-DR mode. Similarly, loadithg Boundary Scan instruction

CFG_OUT allows the tester to receive frame datauitin Shift-DR mode.

The series of Boundary Scan and configuration mgraommands required for
partial readback are described in the Virtex-4 @umwation Guide (page 106) [5]. The

steps are summarized as follows:
1. Load Boundary Scan CFG_IN instruction
2. Go to Boundary Scan Shift-DR state
a. Send configuration memory command RCRC
3. Load Boundary Scan JShutdown instruction
4. Go to RTI state and clock 12 times
5. Load Boundary Scan CFG_IN instruction

6. Go to Boundary Scan Shift-DR state
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a. Send configuration memory command RCRC
b. Send configuration memory partial readback commands
7. Load Boundary Scan CFG_OUT instruction
8. Go to Boundary Scan Shift-DR state
a. Read back frame data from the configuration memory
b. Read back pad frame from the configuration memory
9. Return to Boundary Scan Idle state

Table 3.2 shows the precise Boundary Scan signals and eoafign memory
commands required to perform this procedure. Taeled Step 34 is the actual frame

readback.

Table 3.2: Boundary Scan signals to load the Bann8can CFG_IN instruction

Step | Description TDI T™MS #t(:)lfo-tl:-I?sK
1 Begin in RTI state
2 Move to Select-IR state X 1 2
3 Move to Shift-IR state X 0 2
4 Load first 9 bits of CFG_IN (LSB®) 111000101 0 9
5 Loqd last bit (MS_B) of instruction, 1 1 1
while leaving Shift-IR state
6 Move to Select-DR state X 1 2
7 Move to Shift-DR state X 0 2
8 ?irr]ciftﬁi?r?/t?l\/tlgg%;: onfiguration memofy See below 0 See below
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#of TCK

Step | Description TDI TMS clocks
Dummy word| OxFFFFFFFF 32
Sync word| 0xAA995566 32
No Operation, 0x20000000 32
Write to CMD register 0x30008001 32
RCRC| 0x00000007 32
No Operation, 0x20000000 32
No Operation, 0x20000000 32
9 Wr?te Ias_t_bit to ponfiguration memory X 1 1
while exiting Shift-DR
10 | Move to TLR state X 1 5
11 | Move to RTI state X 0 1
12 | Move to Select-IR state X 1 2
13 | Move to Shift-IR state X 0 2
14 Ii%ad first 9 bits of JShutdown (LSB 111001101 0 9
15 Loqd last bit (MS_B) of instruction, 1 1 1
while leaving Shift-IR state
16 | Move to Update-IR state X 1 1
17 | Move to RTI and state for 12 TCK X 0 12
18 | Move to Select-IR state X 1 2
19 | Move to Shift-IR state X 0 2
20 | Load first 9 bits of CFG_IN (LSB™L 111000101 0 9
21 Load last bit (MSB) of instruction, 1 1 1

while leaving Shift-IR state
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Step

Description

TDI

TMS

#of TCK

clocks
22 | Move to Select-DR state X 1 2
23 | Move to Shift-DR state X 0 2
?itl(i;fl‘ji?r?/tf(;l'vtl%tBhist;:onﬁguration memory See below See beloy
Dummy word| OxFFFFFFFF 32
Sync word| 0xAA995566 32
No Operation, 0x20000000 32
Write to CMD register 0x30008001 32
RCRC| 0x00000007 32
24 Write to FAR register 0x30002001 0 32
Frame address valye X 32
FDRO Type 1 Read 0x28006000 32
Read 82 words (41 word frame plus
41-word pad frame) calculated as0x48000052 32
(0x48000000 + numberOfFrames*411)
No Operation, 0x20000000 32
No Operation, 0x20000000 32
s |rtelesoteniguraion ey |y
26 | Move to TLR state X 1 5
27 | Move to RTI state X 0 1
28 | Move to Select-IR state X 1 2
29 | Move to Shift-IR state X 0 2
30 Load first 9 bits of CFG_OUT (LSB 111000100 0 9

1St)
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Step | Description TDI TMS #gfozsz

31 Loqd last pit (MSB) of instruction, 1 1 1
while leaving Shift-IR state

32 | Move to Select-DR state X 1 2

33 | Move to Shift-DR state X 0 2

34 | Read back frame data X 0 1,312

35 | Read back pad frame X 0 1,312

36 Read last bi.t from _configgration X 1 1
memory while exiting Shift-DR

37 | Move to TLR state X 1 5

38 | Move to RTI state X 0 1

As the frame is read back from the FPGA configoratnemory, it can be stored
in an external memory device for bit-level manipgia. The most straightforward
method of storing the frame data in external menm®ty use a 32-bit word-addressable
memory that can hold at least 41 words. Memoryregkl location O, in this case,

corresponds to word 0 of the frame, and so forth.

The frame data retrieved from the configuration ragnfollows an MSB First
order, so the very first frame bit received aftee pad frame corresponds to bit 31 of
word 0 of the frame. The second bit received is3bi of word O of the frame, and so

forth.

3.3 Frame Data Modification

After a frame’s data has been read back from tH@A-Bonfiguration memory, it

can be stored and manipulated in an external memOnce the required manipulations
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have been made to emulate a fault, the memory ctentare written back to the

configuration memory as explain in the next section

Single stuck-at faults are emulated using bit-vaperations on the memory. A
stuck-at-0 fault is emulated by writing a O to thessignated memory location determined
in Section 3.1. Similarly, a stuck-at-1 fault m@ated by writing a 1 to the designated
memory location. If the memory contents are tréae 32-bit words, the fault can be

injected using a mask. A specific implementat®described in Chapter 4.

3.4 Partial Frame Reconfiguration

Once the frame data has been modified in the eaitenemory device, it can be
written back to the FPGA using partial reconfigimat Virtex-4’s partial reconfiguration
feature allows frame data to be written to the igamhtion memory through Boundary
Scan’s CFG_IN instruction. Once the CFG_IN indinrc is loaded, the necessary
frame-write commands and the new frame data carshiiged to the configuration

memory in Shift-DR mode.

The 32-bit configuration memory commands are sentthte configuration
interface circuitry in MSB first order [5]. Thigsof configuration memory commands
can also be reproduced when generating a partiatrdam using BitGen with the
CRC:Disable option set. The commands in gray magkipped to perform an active

reconfiguration.
The steps are summarized as follows:

1. Load Boundary Scan CFG_IN instruction
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2. Go to Boundary Scan Shift-DR state

a. Send configuration memory command RCRC

b. Send Device ID code

c. Send COR register value

d. Send configuration memory command Shutdown

e. Send configuration memory partial reconfiguratiomenands

f. Write frame data

g. Write pad frame

h. Send configuration memory Startup sequence commands

3. Return to Boundary Scan Idle state

Table 3.3 shows the precise Boundary Scan sigmalscanfiguration memory
commands required to perform a partial reconfiganat This Boundary Scan and
configuration memory sequence injects the faulthgispartial reconfiguration and

performs a startup on the FPGA.

Table 3.3: Boundary Scan operations for partiebnéiguration

Step | Description TDI TMS #t(:)lfo-tl:-I?sK
1 Begin in RTI state
2 Move to Select-IR state X 1 2
3 Move to Shift-IR state X 0 2
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Step

Description

TDI

TMS

#of TCK

clocks
4 Load first 9 bits of CFG_IN (LSB®) 111000101 0 9
5 Loqd last bit (MS_B) of instruction, 1 1 1
while leaving Shift-IR state
6 Move to Select-DR state X 1 2
7 Move to Shift-DR state X 0 2
8 fitscifl'ji?rz;\/t?wtlggist;:onfiguration memoty <. pelow 0 See belov
Dummy Word| OxFFFFFFFF 32
Sync Word| 0xAA995566 32
No Operation, 0x20000000 32
Write to CMD registel 0x30008001 32
RCRC| 0x00000007 32
No Operation, 0x20000000 32
No Operation, 0x20000000 32
Write to ID register; 0x30018001 32
See _appendix for the _appropriat_e SJb(-)X 32
device ID code for Virtex-4 devices.
Write to COR register 0x30012001 32
8 See V-4 Configuration Guide page 930x100431E5 32
for options
Write to CMD register 0x30008001 32
Shutdown| 0x0000000B 32
No Operation, 0x20000000 32
Write to CRC registef 0x30000001 32

<
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#of TCK

Step | Description TDI TMS clocks
CRC-disable indicator gener_ated b\ﬁxOOOODEFC 39
bitgen

No Operation, 0x20000000 32

No Operation, 0x20000000 32

No Operation, 0x20000000 32

No Operation, 0x20000000 32

Write to CMD register 0x30008001 32

8 AGHIGH | 0x00000008 32

No Operation, 0x20000000 32

Write to CMD register 0x30008001 32

WCFG (Write to config. memory) 0x00000001 32

No Operation, 0x20000000 32

Write to FAR register 0x30002001 32

The frame address to reconfigure X 32

No Operation, 0x20000000 32
Number of words to write: 1 frame |+

1 pad frame = 41 words + 41 words =0x30004052 32

82 = 0x52

Shift in 41 words of frame data in the

same order as RBT/BIT files: Shift X 1,312
32-bits at a time in MSB-First order.

Shift in 41 words of pad frame 0 1,312

Write to CMD register 0x30008001 32

GRESTORE commangd 0x0000000A 32

No Operation, 0x20000000 32
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#of TCK

Step | Description TDI TMS clocks
Write to CMD registel 0x30008001 32

LFRM command 0x00000003 32

Shift 101 No Operations 0x20000000 3,232

Write to CMD register 0x30008001 32

GRESTORE| 0x0000000A 32

No Operation, 0x20000000 32

Write to CMD registel 0x30008001 32

START command 0x00000005 32

No Operation, 0x20000000 32

Write to CRC registef 0x30000001 32

CRC-disable value generated by bitgedxO000DEFC 32
Write to CMD register 0x30008001 32

0x0000000D 32

No Operation, 0x20000000 32

No Operation, 0x20000000 32

No Operation, 0x20000000 32

No Operation, 0x20000000 32

9 Write last bi_t from _configl_Jration X 1 1
memory while exiting Shift-DR

10 | Move to TLR state X 1 5
11 | Move to RTI state X 0 1
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The sequence of partial configuration memory reekibtame modification and
partial reconfiguration causes the FPGA to emulagebehavior of a fault. This “fault
injection” can be integrated into a BIST proceduoe determine if the BIST can
accurately detect the fault. Since the procedarele performed by an automated test
program, a BIST’s performance can be determinedsudyecting it to a large list of
faults. Chapter 4 discusses the integration of fehdt injection step into the BIST

sequence.

3.5 Implementation of Fault Emulation in C

Fault injection commands can be sent to the FPGAguany external processor
using Boundary Scan. This implementation usespao@ram running on a Windows PC
since other BIST development efforts in the AUBII&H use the same platform. Figure
3.1 shows a basic implementation setup, where tinexv4 device is connected to a
standard Windows PC using the Xilinx JTAG Para(Bable IV running in “Parallel
Cable 1lI” (PC-IlIl) mode. The PC-Ill mode maps Balary Scan pins on the FPGA to
parallel port pins on the PC. Consequently, a @ym@m running on the PC can control
the FPGA’s Boundary Scan by reading and writingdaallel port pins. The TCK pin is
clocked by writing a 1 followed by a 0. During th€K’s inactive state (when a 1 has
been written to TCK but before a 0 is written), fregram can change TMS, TDI and
TDO values. By changing the TMS values, the C @ogcan cycle through the various
TAP states defined in Section 2.3. Once in theo@rolAP state, the C program can

communicate with the configuration memory interfageuitry using TDI and TDO pins.
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Configuration memory commands and new frame dataerg serially through TDI.

Configuration memory contents are read back throtg®.

Tester Virtex-4 FPGA
(Windows PC)

C++ Program for| | j7ac parallel Boundary Configuration
Frame RMW Cable IV > Scan< > Memory

hi

Figure 3.1: Frame RMW performed using Windows-da&gplication

In PC-IIl mode] |

The Frame RMW procedure for bit-level partial refoguration has been
implemented in C and tested for LX25, LX60, FX12daSX35 devices. It has been
added on top of an existing Windows-based apptioatieveloped by the Auburn
University Built-In Self-Test (AUBIST) Lab. The &sting application, Virtex-4 BIST
GUI, provides the low-level functions to initializlee parallel port access to the FPGA, to
move between various TAP states, and to shift dateut of Boundary Scan via
TDI/TDO. The Frame RMW implementation uses thesglefined functions to perform

frame read/write operations on the configuratiomrosy.

For this implementation, the Frame RMW functiomsityire is as follows:
ﬂg$$:¥5£?m$ﬁgrﬂagﬁgsigned frameAddress, int wordIndex, int
» frameAddressis the frame to read/modify/write.
» wordindex is the word of the frame to modify, where wordIrde is the first word.
* newValueis the new 32-bit value of the word.

* mask determines which bits of the word to modify.
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The function performs the following memory operatimased on the wordindex,

newValue and mask information:

frameData[wordIndex] = (frameData[wordIndex] & (~mask)) +
(newvalue & mask);

Note that Frame RMW is a generic function that rfiedithe contents of the
configuration memory given a specific frame addregsrdindex, new word value, and
mask. For single-bit fault injection, a higherééJunction is needed to calculate the
frame address, word index, new value, and maskoréetalling the Frame RMW
function. Table 3.4 shows the C implementatiorirofectFault. The frame address is

calculated based on the rubric from Section 3.1.

Table 3.4: Fault Injection Function Source Code

void CvirtexBISTDIg::injectFault (int tb, int blockType, int row, int
col, int frame, int wordIndex, int bitIndex, int stuckAt){

int frameAddress, newvalue, mask;
CString strTemp;

// Prepare frame modify parameters

frameAddress = ((tb & Ox1) << 22) |
((blockType & 0x7) << 19) |
(Crow & O0x1F) << 14) |
((col & OXFF) << 6) |
(frame & 0x3F);

mask = (1l<<bitIndex); // Create mask

newvalue = (stuckAt<<bitIndex); // Create new value of word

// Read/Modify/Write Frame
modifyFrameword(frameAddress, wordIndex, newvalue, mask);
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3.6 Experimental Results of Fault Emulation

To determine if the Frame RMW function can accuyathange the behavior of
an FPGA, it was used to change the LUT equatioa $pecific PLB in the FPGA. The
results were deemed successful if, (a) changind-the contents changed the expected
behavior of the FPGA, (b) a readback showed thatetfitire configuration memory’s

contents were the same except for the specific bltsichanged using Frame RMW.

To demonstrate the reconfiguration of a single Lfuiiction generator using
Frame RMW, a reference FPGA design was generatgctimtained a simple two-input
AND function implemented in LUT G of SLICE_X54Y2 ah LX25. Two inputs to the
LUT connected to onboard switches, while the other inputs were “don’t care”. The
output connected to an onboard LED. Downloading taference design to an LX25

device yielded a basic AND gate operated by theswitches.

The logic was stored in LUT G of SLICE_X54Y2, whosenfiguration was
stored in frame 0x4087D5, word 37 (i.e™8ord), and bits 9-24 (where bit 0 is LSB of
the word). The exact mapping of all LUTs (and othegrammable resources) to their
locations in the configuration memory is proprigtanformation, but the explicit

mapping provided for this experiment will suffice.

Next, the new contents of the LUT were determingidgian XOR truth table for
a 4-input LUT, where A and B are the switch inpatsle C and D are don'’t cares. The
output of the truth table in Table 3.5, writtena4d6-bit binary number, is as follows:

0000111111110000b. The equivalent hexadecimal rumbuld be OXOFFO.
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Table 3.5: 4-Input XOR Truth Table
A |B |C |D |z

0|0

01

o | O | ©O| O
o | O | ©O| O

O|lo|o|o|lo|]o|o| o
=
o
o
=

1 /0 1]1

1 /10711

1 /1 1)1
1 0|0 |0]1
1 /0 0 |1]1
1 0|1 |0]1
1 10 |1 1]1
1 /1 ]0|0}]O
1 /10171060
1 /1|1 |0]6O
1 /1111060

Since the new LUT contents OxOFFO began at bit® emnded at bit 24, the bit
locations for the frame word before and after théllcontents were filled with zeros to
yield a new 32-bit word OXxO01FEOQO. Since onlg8@t24 should be changed, the mask
value was set to Ox01FFEOO0O:

modifyFrameword(frameAddress, wordIndex, newvalue, mask)
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mod1ifyFrameword(0x4087D5, 37, Ox001FE000, Ox01FFEO00);

The immediate evidence that the Frame RMW procedweked was that the
FPGA now performed an XOR operation on the two dwgettings rather than an AND.

This completed the behavioral verification of FraRdW.

To ensure that no other frame bits were modifieteaification readback” was
performed after Frame RMW. The verification readboframe was compared to the
original frame, and no differences were found othan the LUT equation contents. The

experiment was repeated for LX60, FX12 and SX3h wie same successful results.

These experiments have shown how Frame RMW canfyadiy bit in the
configuration memory. The higher-level injectRafunction can appropriately call
Frame RMW to change the FPGA'’s behavior to emwaiek-at-1 or stuck-at-O faults.
A more pertinent experiment to demonstrate suceefailt emulation would be the use
of this method to inject specific faults in the FRGand then checking if a previously
published BIST approach can detect those faultsapr 4 begins with the integration
of this fault injection method into the BIST seqoen Experiments in that chapter
involve the injection of a list of faults into tHePGA to see if a previously published

BIST approach can accurately detect them.
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CHAPTER 4

INTEGRATION OFFAULT INJECTION INTO THEBIST PROCEDURE

BIST configurations are downloaded to the FPGA aiaonfiguration interface
such as Boundary Scan. The ORA results are reekl foam the FPGA via the same
interface. Since the fault injection method ddsemli in Chapter 3 also uses Boundary
Scan, the fault injection can be performed by Hraetest program that also performs the
BIST download and readback. In effect, fault itigge can be integrated non-intrusively
into the BIST process without additional hardwanarges. The external processor that
performs BIST download, fault injection and readbean also be modified to repeat the
process for a large number of faults, and compiéeresults to determine experimental

fault coverage.

This chapter begins with a theoretical overviewndégrating fault injection into
existing BIST processes. This overview is followsdactual implementation in C. The
chapter ends with experimental results of injectengts and detecting them using Logic

BIST.

4.1 Integration Overview

Table 4.1 shows the standard steps of BIST for FRGRach BIST configuration

includes the TPGs and ORAs for testing a sub-séhetotal possible faults. Complete
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testing for all faults requires the download, runtpiand read back of results from Hl|

BIST configurations.

Table 4.1: Original BIST process without faultaafion

=

Let N = Number of BIST configuration

2. ForlI=1toN
a. Download " BIST configuration to the FPGA
b. Provide BIST clock cycles to FPGA
c. Retrieve ORAs from the FPGA

3. Save results to file.

Since fault injection is emulated using partialamfoguration, it is overwritten
every time a new BIST configuration is downloadedthe FPGA. Thus, any fault
injected after downloading the first BIST configiwa must be re-injected following
each BIST configuration download. Consequentlybldatd.2 shows a revised BIST
process with a fault injection step after each BI®hfiguration download. Once the
BIST process is complete, the results can be aedli@ determine if they detect the same

fault that was injected.

Table 4.2: Revised BIST process with additiomaltfinjection step

=

Let N = Number of BIST configuration
2. Forl=1toN
a. Download I" BIST configuration to the FPGA
a. If fault injection requested
i. Read fault location and value from variables
ii. Inject fault into the FPGA
b. Provide BIST clock cycles to FPGA
c. Retrieve ORAs from the FPGA
3. Save results to file.

One of the goals of fault injection is to provide experimental measure of fault

coverage. To this end, the BIST process is furtheised to test the FPGA for a large
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number of faults. If the test program is provideith a large fault list, Table 4.3 shows
how BIST is repeatedly performed for each faultthe list. For each fault, the test
program records which BIST configuration(s) detdctine fault, and saves this
information to a fault results file. The resultancbe analyzed to determine the fault

coverage, as well as which BIST configurations ciet® a given fault.

Table 4.3: BIST process for a large fault list

1. Let M = Number of faults in the fault list
2. ForJ=1toM
d. Get ' fault location and value from fault file
e. Save fault location and value to variable; settfayéction flag
f. Call the revised BIST process in Table 4.2
g. Append results to fault results file
3. Save results to file.

4.2 Implementation in Virtex-4 BIST GUI

During the BIST development process, it is conveni® use a sophisticated
external BIST controller to download BIST configtioas, supply BIST clock cycles,
and read back the ORAs for analysis. The AUBIST Has developed a Windows XP-
based application (BIST GUI) that serves this psgo The application holds a
repository of BIST configurations for different @mhal FPGA resources and the three
families of Virtex-4 devices. The user can visyapecify which Virtex-4 device is
connected to the Windows XP system via Boundary Sdde user can then select from
a variety of BIST methods and options before ititiqa BIST process. Since the BIST
GUI already provides Boundary Scan communicationctions, it was a natural

extension of the application to implement fauleotjon.
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Figure 4.1 shows the levels of abstraction for enménting BIST with fault
injection. The gray cells show the existing GUhdtionality. When a user calls the
“‘Run BIST” function, the function performs the BISprocess steps outlined in
previously outlined in Table 4.1, namely: the ftioie performs configuration memory
download, provides the necessary BIST clock cyaleads back the ORAs, and reports

the results to a file.

External BIST Controller

Auto Fault Inject: BIST with Fault Injection fordrge Fault List

Run BIST (with added Fault Injection Option)
Get
ff'rsltt/ ?eXt Config Inject Fault BIST ORA Save
?” | ][_?m Download clock | Readback| BIST
ault file Erame RMW cycles Results
File 110 Boundary Scan Functions File 110

A4 Existing GUI function

Existing GUI functions
requiring modification

FPGA under Test

New GUI function

Figure 4.1: Software functions to implement BISithwault injection

“Run BIST” calls the low level Boundary Scan fumets to communicate with the
FPGA. The white boxes show the new fault-injectfanctionality that needs to be
added to the program. Specifically, the “Run BISdriction needs to be modified to call

an “Inject Fault” function if fault injection is griested by the user. This modification to
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the “Run BIST” function, as previously outlined irable 4.2, is implemented in the

following C statement:

if (m_fltinject == TRUE)
injectFault(f1tTB, f1tBlockType, f1tRow, f1tCol, f1tFrame
,Fltword, f1tBit,fltval);

The “Inject Fault” function should perform the FraRMW processes of frame
address determination, frame readback, frame noatidn and frame reconfiguration
discussed in Chapter 3. In the future, Frame RMay be need by tasks other than fault
injection, so the core read-modify-write functiahalis implemented at a further low-

level function called “ModifyFrameWord,” which useBrame RMW to change

configuration memory contents within frames.

Figure 4.1 also shows a new higher-level functicalled “Auto Fault Inject,”
which is useful for testing BIST configurations farlarge number of faults without
manual intervention. “Auto Fault Inject” repeatedialls the “Get Fault” and “Run
BIST” functions to perform fault-injection BIST faa large list of faults. The BIST
results for all faults are compiled in a fault ksufltres.txt) file. The specific C

implementation is shown in Table 4.4.

Table 4.4: "Auto Fault Inject” function source eod

// Get next fault

while (getfl1t() == 0){
// Open fault results file (in append mode)
fff = fopen (m_fltres,"a");

// Write fault description to result file

if (F1tTB == 0) fprintf (fff,"Tb%dr%dc%df%dwkdb%d sa%d\n",
f1tBlockType, f1tRow, fl1tCol,fltFrame, fltword, fltBit,fltval);

else fprintf (fff,"Bb%dr%dckhdf%dwisdb%d sa%d\n",
f1tBlockType, f1tRow, f1tCol,fl1tFrame, fltword, f1tBit,fltval);
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// Close file
fclose (fff);

// Run BIST processes
onrunBIST();

The implementation for “Get Fault” in C is shown Trable 4.5. First, the
function opens the fault file usinfopen if it has not already been opened. Next, the
function usesfscanf to get the next fault location and value, andestdhe information
in global variables. Upon reaching the end offthét file, the function callfclose to

close the fault file.

Table 4.5: "Get Fault from Fault File" functionusoe code

int CvirtexBISTDlg::getflt(){
//int tb, blockType, row, col, frame, wordIndex, bitIndex, fltval;

// Get first fault from fault Tist.
if (fl1topen == 0){
if ((fpf = fopen(m_f1tin,"r")) == NULL){
sprintf (scan,"can't find fault file '%s'",m_fl1tin);
writeLog("Fault", scan);
return (1);

3

fltopen = 1;

if (fscanf (fpf,"%s",scan) != EOF){
// Format: ThbOrOclf2lwlbO

f1tTB = (scan[0]=="T' || scan[0]=="t' 2 0 : 1); //
top/bottom

sscanf
(&scan[1], "b%dr%dc%dfw%dwkdb%sd"” ,&fFT1tBlockType,&f1tRow,&Ff1tCol,&f1tFrame
,&fT1tword,&f1tBit); //other params
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}
else {
fclose (fpf);
fltopen = 0;
return (1);
}
if (fscanf (fpf,"%s",scan) != EOF){
// Stuck-at bit
sscanf (scan,"%d",&f1tval);
return (0);
}
else {
fclose (fpf);
fltopen = 0;
return (1);

The fault list is stored in an ASCII file. Eachufais separated by a line. The

format for designating a fault location and vals@s follows:

ThOr2c1f21w40b31 1
The first character can [@eor B, designating the top or bottom half of the FPGA,

respectively. The top/bottom designation is fokaivby b and a number, where the
number is the block type. The number followmngs the row number; following is the
column number; followingf is the minor frame number; following is the word index
within the frame, starting at zero; and finallyethumber followingb is the bit index
within the word, where 0 is the least significaitt brhe bit index is following by a tab
character (or any whitespace) and then a 1 or &lis number corresponds to either a

stuck-at-1 or stuck-at-0 fault to be injected amiated.
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The practical integration of fault injection intbet BIST process provides a
convenient method of experimentally testing accuraod fault coverage of BIST
approaches. Before it can be put to use, howéuszeds to be verified whether the fault
injection implementation actually emulates the fahét it is intended to emulate. This
can be done by creating a sample fault list, amehing the BIST GUI with an existing

BIST approach to see if the BIST results detecttireect faults.

4.3 Experimental Results

To ensure that the fault injection implementation the BIST GUI works
correctly, it was tested with Logic BIST for VirtekFPGAs described in [2]. A fault list
composed of various logic faults was generatede fahlt list was supplied to the BIST
GUI, which performed a Logic BIST with fault injéah for each fault, and collected the

results. The results were summarized in a faslilte file for later analysis.

When using full and compressed configuration LOBIST, fault injection has
been successfully demonstrated to work for loggoueces in devices from each of the

three Virtex-4 families — LX60, SX35 and FX12.

When using partial configuration BIST, however, tBéST GUI reported
detecting a fault, but was unable to identify whBIST configuration(s) detected the
fault. This is because partial configuration BI&@ not clear the ORAs between BIST
configurations, so once the fault was detected GR& read backs showed mismatches
even for BIST configurations that did not deteat fault. A possible solution would be
to clear the ORAs between successive BIST configams.  Further discussion on this
issue is in Section 6.2.1, which discusses areigufe research and development.
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CHAPTER 5

BOUNDARY SCAN OPERATIONAL TEST

The fault injection method works independent of BRGA fabric, but relies on
the proper operation of the Boundary Scan interfaldee need for proper Boundary Scan
operation is even more important if fault injecti® implemented on an embedded
processor that uses Boundary Scan’s user-defingidteées to communicate with the
tester. This chapter describes a test for exhaalgtiesting a Boundary Scan’s pins,
user-defined registers, and the User Access Pdtte tester first downloads a test
configuration to the FPGA via Boundary Scan. Tastdr then shifts of a series of
patterns to the FPGA via Boundary Scan, while siamgously reading back the results.

If the results are as expected, the Boundary Starface is deemed operational.

The Boundary Scan Operational Test checks for &mgksat faults and verifies
the proper operation of each signal used by thenBaty Scan USER modules and the
User Access Register (UAR). The following Bound&oan and UAR signals are tested

for faults:

* For each Boundary Scan User Module (1 through 4)
DRCK (Data Register Clock)

TDI (Test Data In)

TDO (Test Data Out)

SHIFT

SEL (1 for selected USER mode; O for all others)
CAPTURE

O 0O 0OO0OO0O0
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o UPDATE
0 RESET
e For the UAR

o All 32 bits of the UAR register
o UAR Data Valid flag
The tester first downloads a configuration onto tRBGA containing the
Boundary Scan USER modules and related logic. t€ker then performs a series of
data shifts to/from the FPGA fabric through therfBoundary Scan USER modules and
the UAR. The data shifted out of the FPGA is coragawith expected results to

determine if any faults exist in the Boundary Saad UAR circuitry.

5.1 Overview of Boundary Scan User-Defined Registers

Boundary Scan provides ways to communicate withMineex-4 fabric after the
FPGA has been configured. These include the faumBary Scan USER registers and
the 32-bit User Access Register (UAR). The Bouwndacan Operational Test verifies
the proper operation of all data and control signased in these two methods to

communicate with the FPGA fabric.

The first method of communicating with the FPGAidess through the use of
USER1, USER2, USER3 and USER4 registers. Thesk tédisters are defined by the
user in the FPGA design. Each user-defined ragisterfaces with Boundary Scan
using one of four available BOUNDARY SCAN_VIRTEX4odules. The USER
register’s serial-in, serial-out, shift and clodgrals are connected to the BOUNDARY
SCAN_VIRTEX4 module’s TDI, TDO, SHIFT and DRCK (@ategister clock) ports,
respectively. The DRCK clock is only active foretBoundary Scan module whose

associated Boundary Scan instruction is loadetlerBoundary Scan instruction register.

47



Data can be shifted in and out of these registgrsloading the Boundary Scan
instructions USER1, USER2, USER3 and USER4, antlirghidata in “Data Register
Shift” mode (SHIFT-DR). The USER registers alsofen data reset, parallel data
input, and parallel data output operations by redpw to Boundary Scan signals
RESET, CAPTURE and UPDATE, respectively. The BamdScan/UAR Test checks
each of the above-mentioned Boundary Scan sigraRCK, TDI, TDO, SHIFT,

CAPTURE, UPDATE, and RESET) for any faults.

Another method of providing data to the FPGA fahacby setting the 32-bit
UAR in the configuration memory interface circuitryfhe user access register contents
are available to the FPGA fabric through the usecess register module
(USR_ACCESS_VIRTEX4). It has a 32-bit output plooiding the current contents of
the UAR. It also has a data_valid signal thatgseated for one clock cycle (of the
configuration clock) whenever new contents aretemito the UAR and available to the
FPGA fabric. The Boundary Scan Operational Testewrto the UAR, transfers its
contents to the FPGA fabric, and then shifts it\oatthe USER modes to check for any

stuck-at faults in the UAR or its Data Valid flag.

5.2 Test Configuration

Figure 5.1shows the circuit design for the 12-sitrudefined shift register (USER
register) connected to one of the four BoundarynSunadules on the FPGA fabric. The
design is replicated for each of the four Bound&can modules. The TDI and TDO
from the Boundary Scan module are respectively eotea to the serial-in and serial-out

ports of the 12-bit USER register. The SHIFT anddK signals from the Boundary
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Scan module are also provided to the USER regadeshown in the diagram. This

establishes the basic serial connection betweetesiter and the FPGA fabric.

The lower 8 bits (bits 0-7) of the USER registez &reated as “user data” while
the upper 4 bits (bits 8-11) are used for cont@urrently, only bit 11 (PDATAControl)

is used to control the source from which the USEdgster captures its parallel data.

User Access Register (8/32 bits)

UAR_data_valid | 32-bit UAR Capture Register

L Each USER register captures 8 of 32 bits from the UAR
8

~

l A 4
PDATAControl — »\0 1 SEL(4:1)
Bits 8-11
Bits 0-7 j
8 4
12
SHIFT ———— CAPTURE ——
DRCK R
TDI e aran 12-BIT SHIFT REGISTER oatll spataout— 1DO
112
Async high UPDATE—* v
Async high 12-BIT UPDATE LATCH
RESET
= — Bit 11
W Bits 0-7
PDATAControl

8
Figure 5.1: USER Register and related test cirgtitr Boundary Scan User Module

The shift register also supports 12-bit paralletadaput and output. The
PDATAOUT holds the 12-bit contents of the USER ségyi at all times. Whenever the
Boundary Scan UPDATE signal goes high, the conterfitshe USER register are
transferred into a 12-bit Update Latch as showtheafigure. The lower 8 bits of the
latch are routed back to the parallel input PDATAINthe USER register. These 8 bits

are coupled with 4 bits SEL(4:1) that indicate WhidSER register is currently active; 1
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corresponds to an active module while a 0 corredpdo an inactive module. The
combined 12-bit bus signal is provided as inputPDATAIN. The USER register
captures this 12-bit input whenever the BoundagnSCAPTURE signal is high during

the active edge of DRCK.

In some parts of the test, we’'d like to capture W#AR contents into the USER
register instead of capturing the latched data batk the USER register. A 2-to-1
multiplexer is used to switch between these twosibdgies. The multiplexer is
controlled using bit 11 of the Update Latch, asvaimon the figure above. Since the
UAR is 32-bits, 8 of its 32 bits are captured bghe&® SER register. USER1 captures
UAR(7:0). USER2 captures UAR(15:8). USERS3 camul$#AR(23:16). USER4

captures UAR(31:24).

The figure below shows the internal constructiorthef USER register. It shows
how each flip-flop (FF) of the shift register caygsi serial or parallel data. If CAPTURE
is high, the FF captures the value from PDATAIN.SHIFT is high, the FF captures the
value of the previous FF. These two possibiliies OR’d together to provide the input
to the FF. As we will see later, implementing aR @ther than a multiplexer is crucial

to detecting faults.

The only “special cases” for these shift registiés bre the end bits SR(0) and
SR(11). Data serially shifted into the USER regidtom TDI goes into SR(0). Data

shifted out of SR(11) goes to TDO.
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PDATAIN() —!

CAPTURE _’D__, -~
. ::D__.) >—:> (i)
SHIFT

DRCK——

— SR())

Figure 5.2: Implementation of a single bit SR(ide the USER register

Having developed this test configuration, all theuBdary Scan and UAR signals

can be tested for faults using the procedure desgiin the next section.

5.3 Test Procedure

The procedure below outlines the Boundary Scanabipas performed by the

tester to check each Boundary Scan and UAR sigmdhtilts. The procedure is divided

into phases 1-4, where the Phase 3 has two sub. pait changes to TAP state and

shifting of data shown below is performed using Badary Scan pins TCK, TMS, TDI

and TDO.

PHASE 1

* Begin Boundary Scan in RTI state

* Move TAP state to TLR

e Forl=1to4
0 Load Boundary Scan instruction USERI
0 Move to SHIFT-DR state
o0 Write TDI (12-bits, MSB first) => OxOll
o TDO should read 0xS00

= (where Sis all zeros except (I"1bit)

PHASE 2
e Forl=1to4
o0 Load Boundary Scan instruction USERI
0 Move to SHIFT-DR state
o Write TDI (12-bits, MSB first) => Bar(0xO0ll)
0 Expected TDO result <= 0xSlI
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= (where S is all zeros except (I"1bit)

PHASE 3A
» Write user access register: 0x87654321
 Forl=1to4
0 Load Boundary Scan instruction USERI
0 Move to SHIFT-DR state
o Write TDI (12-bits, MSB first) => OXFFF
o0 Expected TDO result <= 0xSUU
= (where S is all zeros except (IT1hit)
= UU are 8 bits from UAR.
* If I=1, UU=UAR(7 downto 0)=0x21
* If I=2, UU=UAR(15 downto 8)=0x43
o If I=3, UU=UAR(23 downto 16)=0x65
e If I=4, UU=UAR(31 downto 24)=0x87

PHASE 3B
» Write user access register. 0x789abcde (negafiOr87654321)
e Forl=1to4
0 Load Boundary Scan instruction USERI
0 Move to SHIFT-DR state
o Write TDI (12-bits, MSB first) => OXFFF
o0 Expected TDO result <= 0xSUU
= (where Sis all zeros except (I"1bit)
= UU are 8 bits from UAR.
* If I=1, UU=UAR(7 downto 0)=0xde
* If I=2, UU=UAR(15 downto 8)=0xbc
o If I=3, UU=UAR(23 downto 16)=0x9a
o If I=4, UU=UAR(31 downto 24)=0x78

PHASE 4

e Forl=1to4
Move TAP state to TLR
Load Boundary Scan instruction USERI
Move to SHIFT-DR state
Write TDI (12-bits, MSB first) => 0xOll
Expected TDO result <= 0xS00

= (where Sis all zeros except (I"1bit)

o

0]
(0]
0]
0]
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5.4 Fault Detection in Boundary Scan USER Registers

This section describes how faults in different pors of the USER modules can
lead to mismatched output responses. A compatietween the expected and actual

output response helps diagnose the fault.

541 TDI

Phase 1 of the test procedure shifts 12-bit da@l 0xto each of the four USER
registers, where | is the current USER registeor iRstance, 0x011 is shifted into

USER1, 0x022 into USER2, and so forth.

When exiting the Boundary Scan Shift DR mode fahedSER register in Phase
1, the data is latched into a 12-bit Update Lat¥tihen beginning Phase 2, the lower 8
bits of this number are captured back into the US&d#ster. The remaining upper 4 bits
of the USER register capture the SEL(4:1) bus sjgmaich in case of USER1 is ‘0001’

or 0x1, ‘0010’ or 0x2 for USER2, ‘0100’ or 0x4 fa'SERS3, etc.

As Phase 2 shifts in the new set of 12-bit data edch USER register, the data
already in the USER register is shifted out via TDI@ fault-free circuitry, the expected
result out of TDO in Phase 2 for USER1 should b&1dx USER2 should be 0x222,
USERS3 should be 0x433 and USER4 should be Ox8&Ast#ed earlier, the upper 4 bits
are SEL(4:1) while the lower 8 bits should be thme as the lower 8 bits of the number

shifted-in in Phase 2.

If TDI is stuck-at-O or stuck-at-1, any data shifiato a USER register in Phase 1

will be stored as all zeros or all ones, respelivdhe all-zeroes or all-ones data will be
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updated into the Update Latch and its lower 8 tatstured back into the USER register

in Phase 2.

For USER1 in Phase 2, an actual readback of OxXfiddnndicate TDI is stuck-

at-0. An actual readback of Ox1FF would indicad 16 stuck-at-1.

For USER2 in Phase 2, an actual readback of Ox2ufdnndicate TDI is stuck-

at-0. An actual readback of Ox2FF would indicad i& stuck-at-0.

For USER3 in Phase 2, an actual readback of Ox4fiddnndicate TDI is stuck-

at-0. An actual readback of Ox4FF would indicad i& stuck-at-0.

For USER4 in Phase 2, an actual readback of Ox&20dnndicate TDI is stuck-

at-0. An actual readback of Ox8FF would indicad 16 stuck-at-1.

542 TDO
If TDO is stuck-at-0 or stuck-at-1, the readbackutes will always be all-zeros or

all-ones, respectively. If TDO is non-operatiofiat only one Boundary Scan User

mode, it may indicate a stuck-at fault in the ANBR/@ates that combine TDO1-TDOA4.

543 SHIFT

To understand the expected results due to stuékedtis in SHIFT, let's take
another look at Figure 5.2. When Boundary Scan ISSER SHIFT-DR mode, SHIFT
should be high and CAPTURE should be low. If SHIEBtuck-at-0, the input to SR(i)
flip flop will always be zero, resulting in all USEregister contents clearing out.

Therefore, if TDO always returns zeros, it may aade a SHIFT stuck-at-0.
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If SHIFT is stuck-at-1, the data will shift intogHJSER register as normal, but
there will be an extra shift during CAPTURE. D@iG@APTURE, the parallel data input
will OR with the shifted data, resulting in datamgption. An indicator of SHIFT stuck-
at-1 is during Phase 3A. If the upper 4 bits ef tbadback results are OxF instead of 0x1,

0x2, 0x4 or 0x8 (for USER1-4 respectively), it wildicate a SHIFT stuck-at-1.

544 SEL

Each Boundary Scan USER Module has a SEL signairidacates whether that
module is active or not. When the tester loadsUB&R1 Boundary Scan instruction,
SEL(1) should be 1 while SEL(4 downto 2) shouldObeThe same is true for all other
Boundary Scan USER modes. Each step of the teseg@ure returns a 12-bit number

where the upper 4 bits are SEL(4:1).
When in USER1, SEL should be ‘0001’ or Ox1.
When in USER2, SEL should be ‘0010’ or 0x2.
When in USER3, SEL should be ‘0100’ or Ox4.
When in USER4, SEL should be ‘1000’ or Ox8.
If any SEL bit stays unchanged across various U8teRes, it indicates a stuck-

at fault.

545 CAPTURE
If CAPTURE is stuck-at-1, the parallel input PDATWill OR with the shifted

data on each DRCK. Since one bit in SEL(4:1) vgagbk 1, it will cause at least one bit

of the USER register to corrupt.
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If CAPTURE is stuck-at-0, both CAPTURE and SHIFTIlwbe low during
Boundary Scan Capture. This will cause the newtirgh all USER registers to be O.
Subsequently shifting data out of the USER regisiiriresult in all-zeros returned from

TDO.

54.6 UPDATE

Once 12 bits of data are shifted into the USERSstegi they are latched into the
12-bit Update Latch when Boundary Scan UPDATE digim&s high (during Boundary
Scan DR Update). If UPDATE is stuck-at-0, the datk not latch, leaving the 12-bit
Update Latch’s contents as all zeros. Hence, dhed 8 bits of readback results from

Phase 1, 2 and 4 will be all zeros.

If UPDATE is stuck-at-1, the latch will concurrenthold the same data as the
USER register. This will result in erroneous résuluring Phase 3's USER1-3 steps. In
Phase 2, the bit 11 shifted into the USER regiates 1 to set the PDATAControl bit
flag. This flag tells the test circuitry to capuuture USER register data from the UAR
rather than the Update Latch. During the Bound&sn Capture stage of Phase 3A/B,
however, the USER Register bit 11 will be ovenerttby SEL(4), which is O for
USER1-3. If UPDATE is stuck-at-1, the value bih11 will immediately latch into the
Update Latch, changing the behavior of PDATAConfrom UAR mode (1) to Update
Latch mode (0). Hence, the data readback from Tfihg Phase 3A and 3B will be

Update Latch contents rather than UAR contents.
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54.7 RESET

The Boundary Scan RESET signal clears the contdritee 12-bit Update Latch
to all zeros. Therefore, performing a BoundaryrSRaset followed by a Boundary Scan
DR Capture should capture the lower 8 bits of thpeldle Latch (i.e. all zeros) to the

Shift Register.

In Phase 3 of the test procedure, OXFFF is writi@nall USER registers.
Ordinarily we would expect the USER register reattban Phase 4 to return OxFF in the
lower 8 bits, but Phase 4 performs a Boundary Sveset before each Boundary Scan
DR Capture. Therefore, if the Boundary Scan RESighal is operational, the lower 8
bits of readback results from TDO will be 0x00 (prm successful clearing of Update
Latch contents). If the Boundary Scan RESET sidpaal a stuck-at-0 fault, the Update

Latch will not clear out, and the TDO will returrfeF in the lower 8 bits.

If the Boundary Scan RESET signal is stuck-at-1yiit keep the Update Latch
cleared at all times. Hence, TDO readback’s lo®drits will always return 0x00 in
Phase 1, 2 and 4 (when the USER register captupesit® Latch contents) while the
TDO readback will return the correct results foraBé 3A and 3B (when the USER

register captures UAR contents).

5.5 Fault Detection in the User Access Register

The User Access Register (UAR) is written using fignmation memory
commands at the beginning of Phase 3A and 3B. nQuRhase 3A and 3B, UAR
contents are captured into the FPGA and read lheiokdgh the four USER register. Each

USER register’s lower 8 bits hold 8 of the 32 lotshe UAR.
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Prior to Phase 3A of the test procedure, the tegtides the data 0x87654321 to
the UAR using configuration memory commands. Dgifthase 3A, the data is captured
into the USER registers 8 bits at a time, and teack through TDO. Next, the tester
writes the negation of 0x87654321 (i.e. 0x789abdde)he UAR using configuration
memory commands. During Phase 3B, the data i agg@tured into the USER registers
8 bits at a time, and read back through TDO. df ¢dhiginal UAR contents are correctly
read back in both Phase 3A and Phase 3B, it shwat$1b stuck-at-O or stuck-at-1 faults

exist in the UAR.

The UAR data_valid signal goes high for one clog&le after valid data has been
written to the UAR. If the UAR Capture Registernsver clocked by data_valid, it
indicates that the data_valid signal has a fault.

56 Test Results

Table 5.1 shows the expected and actual readbadokset each stage. The test
was successful for LX60, SX35 and FX12, and has bewlemented in the Virtex-4
GUI. Table 5.2 shows the size of the compressedigigation bitstream for different
Virtex-4 devices. The bitstreams remain fairly #ffar even the large devices such as

LX60.
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Table 5.1: Experimental results as expected foB8QXSX35 and FX12
Phase USR Module Write (Shift MSB first) Expected Readback Actual Readback Comments

Reset
1 1 0x011 0x100 0x100 Correct
1 2 0x022 0x200 0x200 Correct
1 3 0x033 0x400 0x400 Correct
1 4 0x044 0x800 0x800 Correct
2 1 OXFEE 0x111 0x111 Correct
2 2 OxFDD 0x222 0x222 Correct
2 3 OxFCC 0x433 0x433 Correct
2 4 OxFBB 0x844 0x844 Correct
Write user access register: 0x87654321
3A 1 OxXFEE 0x121 0x121 Correct
3A 2 OxFDD 0x243 0x243 Correct
3A 3 OxFCC 0x465 0x465 Correct
3A 4 OxFBB 0x887 0x887 Correct
Write user access register: 0x789abcde (negation of 0x87654321)
3B 1 OxFFF Oxlde Oxlde Correct
3B 2 OxFFF 0x2bc 0x2bc Correct
3B 3 OxFFF 0x49a 0x49a Correct
3B 4 OxFFF 0x878 0x878 Correct
4 Reset
4 1 0x011 0x100 0x100 Correct
4 Reset
4 2 0x022 0x200 0x200 Correct
4 Reset
4 3 0x033 0x400 0x400 Correct
4 Reset
4 4 0x044 0x800 0x800 Correct

Table 5.2: Compressed Bitstream Size
Sub-Device | Compressed Bitstream Size (Bytes)

LX60 2,653,523
SX35 2,113,909
FX12 1,058,514
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CHAPTER 6

SUMMARY AND CONCLUSIONS

This thesis presented a method of injecting faulis the internal resources of an
FPGA for the experimental verification of a BISTfault coverage and diagnostic
resolution. The fault injection method partialgconfigured the FPGA to emulate an
actual fault. The method used the existing Boupd&can standard without
modifications, and did not present area overheadesign constraints on downloaded
FPGA designs. The fault injection method was mundsively integrated into the BIST
process to test a BIST’s accuracy and fault covetaased on a large fault list. This
chapter highlights the main contributions of thiedis with respect to prior work, and

discusses areas of future research and development.

6.1 Summary and Main Contributions

This fault injection method was designed and im@eted for the Xilinx Virtex-4
series of FPGAs. The method emulated real fabitsugh the partial reconfiguration of
the FPGA via Boundary Scan. Since Virtex-4 doed sapport the partial
reconfiguration of a single bit in the configurationemory, the fault injection was
performed through a set of configuration memorymeareadback, modification and

reconfiguration processes (Frame RMW). The FrarlvBARprocedure was performed
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after each BIST configuration download so that le@avior of the FPGA during BIST

was consistent with a faulty FPGA.

Even though Frame RMW takes more clock cycles thardirect bitstream fault
injection method for ORCA 2C and Xilinx 4000 ser@®viously presented in [4], the
Frame RMW has several advantages pertinent to #weem Virtex-4 series. The
Slaughter approach was hard-coded to map a smaiif $°GA fault sites to bitstream
bits. Thus, the Slaughter approach would not workpartial reconfiguration, bitstream
compression, or other bitstream options that camgé the bitstream structure. On the
other hand, Frame RMW works independent of theooptiused to create BIST
configurations since it performs fault injectionteaf the BIST download. Thus, the
Frame RMW approach presented in this thesis willrkkwaith minimal (if any)
modification if Xilinx introduces a new compressitgchnique or other changes to the
bitstream structure. Also, it can take advantafjditstream compression and other

measures of reducing BIST download time.

The Frame RMW approach is also an improvement oteer fault injection
methods such as [7], which only injects faults itite external pins of the FPGA — not
the internal resources like Frame RMW. Moreoveante RMW does not require FPGA

design constraints since it does not use user-etkfiegisters.

The fault injection method described in this thebsnce makes important
contributions toward fault injection in the intefm@sources of FPGAs. It has been
verified using the existing Logic BIST, but the med’s ability to modify any bit in the

configuration memory makes it useful for verifyingure BIST for FPGAs as well. This
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approach will work with minor modifications on \ex-5 since Virtex-5 and Virtex-4

have the same basic frame structure.

Table 6.1 summarizes the various Virtex-4 BIST apphes that have
successfully used this fault injection emulatioohteique and includes the number of

configurations and number of faults emulated faheRIST approach.

Table 6.1: Number of faults emulated for variodSBapproaches

BIST Approach # BIST Configurations # Faults Emulated
Logic BIST 28 976
LUT-RAM BIST 3 52

Block RAM BIST 25 436

DSP BIST 7 156
Total 63 1,640

6.2 Future Research

While the fault injection method described in tthesis can dramatically reduce
BIST verification time, it has room for improvementhis section discusses potential

areas of research and development for the future.

6.2.1 Improving Test Analysiswhen using Partial Reconfiguration BIST

One area in need of improvement is fault injectwath partial reconfiguration
BIST. As FPGAs increase in size, the BIST confagiean download and readback
procedures dominate the test time [11]. To redbeeconfiguration memory download
time, newer BIST approaches take advantage ofgbagconfiguration. Using partial

reconfiguration, the BIST controller only downloatle configuration memory frames
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that are different from the last BIST configuratioAccording to [11], the BIST test time
for Xilinx Virtex and Spartan Il FPGAs using patti@configuration was speeded up
2.86 to 3.61 times, depending on the device verskor larger devices like Virtex-4, the

potential gains are even higher.

Partial reconfiguration can dramatically reduce dimad time, but it has a
disadvantage: It does not reset the ORAs betweerconsecutive BIST configurations.
Therefore, once a fault is detected, the ORAs meflaiture indication even for remaining
BIST configurations that did not detect the faulEven though the presence of ORA
failure indications will indicate that some faulagvdetected, the invalid data in the ORAS
will not be useful for diagnosing whether the cotréault was detected. Moreover, it
will not be clear which BIST configurations detetthe fault since the ORAs will return
results with failure indication even for some BI8dnfigurations that did not detect the

fault.

One resolution for this issue is to clear the ORA#h each partial
reconfiguration. However, this may not be a wotiitevpursuit if the number of clock
cycles required to clear the ORAs is close to thenler of clock cycles required for a

compressed configuration BIST.

6.2.2 Fault Injection using Embedded Processor

The fault injection implementation described instlihesis was a C program
running on an external processor. The externatgmsor accessed the configuration
memory using Boundary Scan. For BIST where anlliggat BIST controller fully
resides on the FPGA as an embedded processor]tanjeation using the embedded
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processor would be an important research diretinoe it will forgo the need for the
sending configuration memory commands over the slesvial Boundary Scan

connection.

The most significant difference from the externabgessor implementation
would be the use of the Internal Configuration AsceéPort (ICAP) to access the
configuration memory rather than Boundary ScanARGs a 32-bit interface that allows
the FPGA fabric to access the configuration memofnce an ICAP connection is
established, the 32-bit commands and data sehetodnfiguration memory during fault
injection should mostly be the same as those cilyreent over Boundary Scan. The
fault list may still be provided to the embeddedgassor via Boundary Scan, but the
clock cycles required for passing a fault listhe FPGA would be a small fraction of the

clock cycles required for Frame RMW of each fault.
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APPENDIXA

LIST OFACRONYMS

Acronym Description

ATE Automated Test Equipment

AUBIST Auburn University Built-In Self-Test Lab

BIST Built-In Self-Test

CMD Command Register (configuration memory)

DR Data Register

DRCK Data Register Clock

FAR Frame Address Register (configuration memory)
FDRI Frame Data Register In (configuration memory)
FDRO Frame Data Register Out (configuration memory)
FF Flip Flop

FPGA Field Programmable Gate Array

Frame RMW Frame Read-Modify-Write

GUI Graphical User Interface

ICAP Internal Configuration Access Port

IR Instruction Register

JTAG Joint Test Action Group

LSB Least Significant Bit

LUT Look Up Table
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Acronym

Description

MSB Most Significant Bit

ORA Output Response Analyzer

PC-III Xilinx Parallel Cable III

PLB Programmable Logic Block, a.k.a. Configurabtegic Block (CLB)
RAM Random Access Memory

RTI Return to Idle (Boundary Scan state)
STAT Status Register (configuration memory)
TAP Test Access Port

TCK Test Clock (Boundary Scan signal)

TDI Test Data In (Boundary Scan signal)

TDO Test Data Out (Boundary Scan signal)
TMS Test Mode Select (Boundary Scan signal)
TPG Test Pattern Generator

UAR User Access Register
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APPENDIXB

VIRTEX-4 DEVICE IDS

To prevent accidental configuration of the wrongGAR configuration memory
write operations must supply the correct device Hre is a list of Virtex-4 sub-devices,
and their respective Device ID codes, as provideiiinx’s Virtex-4 Configuration

Guide [5][10]:

Device IDCODE Device IDCODE Device IDCODE

XC4VLX15 01658093 XC4VFX12  01ES58093

XC4VLX25 0167C093 XC4VSX25 02068093 XC4VEX20  @UD93

XC4VLX40 016A4093 XC4VSX35 02088093 XC4VFX40  BED93

XC4VLX60 016B4093 XC4VSX55 020B0093 XC4VEX60  (B4D93

XC4VLX80 016D8093

XC4VLX100 01700093 XC4VFX100 O01EE4093

XC4VLX160 01718093 XC4VEFX140 O01F14093

XC4VLX200 01734093
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APPENDIXC

VIRTEX-4 BOUNDARY SCAN INSTRUCTIONCODES

In addition to performing basic startup and tesicpdures, Virtex-4 Boundary

Scan instructions can be used to access the coatfign memory, user-defined registers,

the IDCODE register, and other special functiondere is a summary of Virtex-4

Boundary Scan instructions pertinent to this thisis

Boundary Scan Command Binary Code (9:0) Description

USER1 1111000010 Access user-defined registe
USER2 1111000011 Access user-defined registe
USER3 1111100010 Access user-defined registe
USER4 1111100011 Access user-defined registe
CFG_OUT 1111000100 ﬁigﬁ:g‘ggﬂ%ﬂgﬂon memory
CFG_IN 1111000101 ﬁigﬁ:g%ﬂfgﬂ‘t‘;aﬂo” memory
USERCODE 1111001000 Shifts out user code
IDCODE 1111001001 Shifts out IDCODE
JSHUTDOWN 1111001101 Clocks the shutdown seque
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